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$163 Million Medicare Fraud

Feds: Orange Park man took IRS for millions
after state computers tapped

He filed 880 bogus tax refund forms using stolen IDs, agent says

By Paul Pinkham

Personal identities gleaned from two state agencies
dealing with children were used to obtain $2.7
million in fraudulent income tax refunds in a
conspiracy masterminded by an Orange Park man,
a federal agent testified.

Bryan A. Copeland and a half-dozen co-
conspirators filed 880 bogus tax returns from 2006
o 2009 using counterfeit W-2 forms, the agent said
in a court declaration.

Many of the names and identifications were stolen
from people who had regular contact with the
Florida Department of Children and Families or
Department of Juvenile Justice, according to the
document.
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Investigator: Inmates get homebuyer tax credits

WASHINGTON (AP) — Nearly 1,300 prison inmates wrongly received maore than $9 million in tax
credits for homebuyers despite being locked up when they claimed they bought a home, a government
investigator reported Wednesday.

The investigator said 241 of the inmates were sening life sentences.

In all, more than 14,100 taxpayers wrongly received at least $26.7 million in tax credits that were
meant to boost the nation's slumping housing markets, said the report by J. Russell George. the
Treasury Department's inspector general for tax administration.

Some taxpayers received the credit for homes purchased before the tax break was started. In other
cases, multiple taxpayers improperly used the same home to claim multiple credits. Investigators
found one home that was used by 67 taxpayers to claim credits.

"This is very troubling,” George said. "Congress created and modified the homebuyer credit to
stimulate the economy and help taxpayers achieve the American dream, not to line the pockets of wrongdoers.”

The Internal Revenue Service says it is taking steps to get the money back. The agency noted that
more than 2.6 million taxpayers claimed the tax credit through April - claiming $18.7 billion in credits -
with only a tiny fraction going to prison inmates or other scofflaws.

"A very small number of payments were made to prisoners incorrectly, which the IRS is now taking all
steps to recapture and to prevent going forward.” the IRS said in a statement. "The IRS will follow up
on every instance of an improper prisoner payment and take swift and appropriate enforcement
actions.”

New fraud scheme targets attorneys

By Emiley Morgan, Deseret News
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CENTERVILLE — The old Internet fraud tricks of pop-up windows prociaiming "You've just won $5 Million! Click here to claim
your earnings™ and random e-mails from someone you know who is apparently in desperate need of help are swiftly
becoming more sophisticated and more involved.

Vihile fraudsters used to prey on these who seemed particularly vulnerable or unsophisticated, they are now turning to
elaborate schemes to bilk money from Utah attorneys.

Take Michael Deamer, whose credentials include former mayor of Centerville, former chief deputy attorney general and 37
years as a veteran attorney who now works in private practice. On Sept. 22, Deamer received an e-mail from a “Peter Buma”
in Canada who needed an attorney to collect $350,000 from another man whom Buma said was in Salt Lake City.

“In this day and age we get a lot of e-mail requests for services,” Deamer said, noting that neither the man's request or
decision to request service through e-mail was unusual. "I had no reason to believe this was anything other than a legitimate
legal transaction.”

Deamer said the two exchanged a number of e-mails that told of the promissory agreement Buma had entered into for
$350,000 and how the other guy failed to pay. Buma sent a photocopy of the promissory agreement, complete with signatures
from witnesses. Deamer sent and was returned a signed standard retention agreement. Eventually, a cashier's check
showed up for $300,000 from Chase Bank in Deamer's name.

Deamer was supposed to deposit the check and take what he needed to pay his attorney’s fees from the amount and then
return the remainder. In reality, when the bogus check would bounce, that money would be owed by whoever deposited it. In
this case, Deamer. Instead, he asked the bank to verify that the money was “clear, collected funds ™

"Zions Bank contacted me and told me the check was fraudulent,” Deamer said. "t didn't seem fraudulent to me. The problem
would have been if Zions Bank would have told me it was clear, collected funds. Then Zions would be out the money.”

Deamer reported the fraud to the FBI and the Utah Department of Commerce.
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2011 ISMG Bank Fraud Survey

When is a fraud incident involving your
organization usually detected?

76%

76% - When a customer notifies us

48% - At the point of transaction

41% - Third-party notification

26% - At the point of origination

23% - During account audit/reconciliation
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What are your organization’s biggest
challenges to fraud prevention?

56%

56% - Insufficient resources (budget and/or personnel for this task)
51% - Inadequate fraud detection tools & technologies

43% - Lack of customer awareness

33% - Organizational silos - fragmented approach to fraud prevention
27% - Difficulty investigating crimes across borders

Do you plan to increase or decrease
resources (budget and/or personnel)
dedicated to fraud prevention at your
organization?

44%

44% - No change
34% - Increase
15% - Don't know
1% - Decrease
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What have you found to be the most
effective ways to prevent fraud?

77%

77% - Employee education emphasizing identification and
response to fraudulent activities

67% - Customer awareness emphasizing the techniques used
by fraudsters, such as phishing, vishing, etc.

58% - Fraud detection tools & technologies

45% - Real-time decision tools

28% - Manual account monitoring

How do you grade the effectiveness of
your organization’s fraud awareness
program for employees?

Needs improvement
Extremely effective
Does not exist

In next year's plan




How do you grade the effectiveness of
your organization’s fraud awareness
program for customers (consumers and
commercial)?

80

70
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68%

68% - Like many other initiatives, needs improvement
14% - This program doesn't exist

7% - Extremely effective

3% - It's in plan for next year

Smartphones: Convenience and
New Risks

11/21/2011



11/21/2011

iPhone 4 .s

Dual-core A5 chip. All-new 8MP camera and optics.
iOS 5 and iCloud. And introducing Siri
It's the most amazing iPhone yet.

From $199
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Security
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Stalker fear over phone app

Stalker fear over phone app
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Stalker fear over phone app

Slidesho

Step 3 ... press screen and personal details appear
& 3013 &

Hackers break into GSM network, can listen to your phone calls

Major exploit discovered in mobile phone network

Hackers have broken into the mobile phone GSI network and can now
eavesdrop on your calls using dirt cheap handsets, according to security
researchers at the Chaos Computer Club Congress.

Two researchers, Karsten Nohl and Sylvain Munaut. showed off a toolkit they
developed over the last year for getting access to other people’s calls.

They were able to demonstrate how they could locate and seize a uniquely
identified phone, along with intercepting call and text data sent from the phone
to the base station.

Avital part of the process is using cheap Motorola phones, costing only €10
($13) which can have their firmware replaced by an unfiltered open source
alternative, the duo told the BEC. This new firmware allows the user to see all of
the data being broadcast from a base station.

The ability to make this attack requires intimate knowledge of the technology
and software involved, preventing an Average Joe from spying on his neighbours,
but there are some concerns raised about the ability to target a unique phone,
which could lead to eavesdropping on high-profile targets, such as politicians
and celebrities
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Monitoring Software

Products Purchase Support affiliates Company

For Smartphones
BBB. =l Mobile Spy
== 7
Mobile Spy is the world ader in

: hone monitoring software. Install this easy tool
Retina-X News 2 A 2 100

your iPhone, Windows Mobile or BlackBerry Yy nline. Ins

tantly

06 May 2010 E ] fou will learn the truth b n c yourself. Block v

iPad Mobile Spy Released d e and call. \

10 April 2010 verything they

Mobile Spy >> Overview

Mobile Spy

Smartphone SMS and Call Activity Monitoring

Silently Record SMS Text Messages

Record Call Information and Duration Times
Easily Check Logs Online From Anywhere
View Phone Numbers, Times and Dates

For iPhone, Windows Mobile and BlackBerry

Need to silently record SMS text messages, GPS locations and call info of your child
or employee? Learn the TRUTH with Mobile Spy, a completely stealth
program!

Silently record every SMS and information about each call. See GPS positions every
thirty minutes. View results in your Secured online account. Online Demo.

Mobile Spy is the next generation of smartphone spy software. Do you suspect
that your child or employee is abusing their SMS or vehide privileges? If yes, then
this software is ideal for you. Install this small program onto your compatible
smartphone to begin recording.

Using the Internet capabilities of your phone, recorded activities and GPS locations
are quickly uploaded to your Mobile Spy account. To view the results you simply login
to your secure account at the Mobile Spy web site. Logs are displayed by categories
and sorted for easy browsing.

Get an hourly
o online

Features

Compatibility
» Buy

Screenshots

Product FAQ'S

"Mobile Spy is a priceless piece
of software. After having some
doubts about honesty, this
really helped set the record
straight and confrmed my
suspicions.”

Reddick

11/21/2011
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Need To Monitor Cell Phone Activity?

Recover data on any phone...pick yours below
| #stacksory | igjicin>301> | @ihone |

iPhone Spy Stick™: BrickHouse Exclusive Technology
Recover Deleted iPhone Text Messages, Map Searches, Hidden Contacts, & More

iPhone Spy Stick™: BrickHouse

Exclusive Technology
Item #: 186-IRECOVERY

Back To ' Retail Price: $356-68
School Spec Sale Price: $14495
1

Add to Cart w#

Qty:

@ In Stock

Ships today.

This product complies with
all federal law.

It is designed only for use on a phone that you
own, such as a that of a child or family member.

Mobile Security Issues

A Android Market vs. Apple App Store

11/21/2011
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Fraudsters Take Aim At Mobile Banking
New Phishing Schemes Target Mobile Customers with Bogus Apps
| § shar- IRES

Symptomatic of a new fraud trend targeting mobile banking, at
least two banking institutions have posted messages on their
websites, alerting members to be wary of a bogus application
distributed on mobile phone platforms.

Bayport Credit Union of Newport News, VA, and First Technology
Credit Union of Portland, OR, warned members about a mobile
banking application that had appeared on the Android
Marketplace, part of the Android mobile phone platform. Android is
a subsidiary of Google. More than 50 fraudulent banking apps
began appearing in the Android Marketplace in mid-December,
. ) industry experts say. The apps didn't contain malware, but
o print Digg instead attempted to get users to enter their passwords, account
(2 Email .. Delicious numbers or other personal information.
Kff‘ Reddit Google says it has removed the malicious applications, which
targeted customers of Barclays Bank, Chase, Wells Fargo, Bank of
§6| Cemment on this articls  pmarjca, Wachovia and Deutsche Bank, among others.

Mobile Security Issues

A Mobile channel has not been heavily
targeted for fraud. Yet.
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Mobile Security Issues

A Storing data on phone

Mobile Security Issues

A Apps, songs or videos with malicious code

16
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Mobile Security Issues

A Using an app on a mobile network is
generally safer than using a PC on an open
Wi-Fi connection.

Mobile Device Security

A Password protection
A Auto-lock
A Remote wiping

17
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Geotagging
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/€ At take your kids to work you can try on a space glove on Twitpic - Windows Internet Explorer
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Epsilon: The New Phishing
Paradigm

Dear Customer: _HHONORS

We were notified by our database marketing vendor, Epsilon, that QR WORLMILE.

we are among a group of companies affected by a data breach.
How will this affect you? The company was advised by Epsilon that
the files accessed did not include any customer financial
information, and Epsilon has siressed that the only information
accessed was names and e-mail addresses. The most likely impact,
if any, would be receipt of unwanted e-mails. We are not aware at
this time of any unsolicited e-mails (spam) that are related, but as a
precaution, we want to remind you of a couple of tips that should
always be followed:

11/21/2011
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Ebank All of M serving your

As avalued U.S. Bank customer, we want to make you aware of a situation that has occurred
related to your email address

We have been informed by Epsilon Interactive, a vendor based in Dallas, Texas, that files
containing your email address were accessed by unauthorized entry into their computer system
Epsilon helps us send you emails about products and senvices that may be of interest to you

We want to assure you that U.S. Bank has never provided Epsilon with financial information about

you. For your security, however, we wanted to call this matter to your attention. We ask that you
remain alert to any unusual or suspicious emails

Add to Address Book | Can't view this emsil? | April 2011

EXPLORE & PLAN MARRIOTT REWARDS

April 4, 2011

Dear Marriott Customer,

We were recently notified by Epsilon, a marketing vendor used by Marriott
International, Inc. to manage custemer emails, that an unauthorized third party gained
access to a number of Epsilon’s accounts including Marriott's email list.

In all likelihood, this will not impact you. However, we recommend that you continue to
be on the alert for spam emails requesting personal or sensitive information. Please
understand and be assured that Marriott does not send emails requesting customers to
verify personal information.

We take your privacy very seriously. Marriott has a long-standing commitment to
protecting the privacy of the personal information that our guests entrust to us. W
regret this has taken place and apologize for any inconvenience

Please visit our FAQ to learn more

Sincerely

Marriott International, Inc

21



11/21/2011

‘CARLTON LOCATIONS RESERVATIONS CONTACTUS THE RITZ-CARLTON REWARDS

riton Customer,

were recently notified by lon, a marketing vender The Ritz-Cariton Hq Company uses to manage
tomer emails, that an unauthorized third party gained access to a number of their accounts including The
Ritz-Cariton email list. int to assure you that the only information obtains s your name and emai
address. Your account and any other personally ids fiable information are not at risk

Please visit our FAQ to leamn more.
In all likelinood, this will not impact you. H ver, we recommend that you continue to be on the alert for
spam emails reguesting personal or Please understand and be assured that
The Ritz-Cariton does not send emails re to verify personal information
riously. The Ritz-Caritor anding commitment te protecting the

¥
formation that our guests entrust to us gret this has taken place and
ience

The Ritz-Cariton Hof
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China: Emerging Center of
Financial Fraud
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